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INTRODUCTION TO CNET JQR

INFORMATION SYSTEMS ADMINISTRATOR
JOB QUALIFICATION REQUIREMENTS

Job Qualification Requirements (JQRs) are qualification standards that are used to assess and verify a sailor’s proficiency to perform specific maintenance tasks.  Experienced Information Systems Administrator’s wrote this JQR with support from various Fleet and Type Commander representatives in determining the qualifications identified within. These qualifications specify the minimum requirements for effectively performing as an Information Systems Administrator. Upon completion of this JQR the candidate should be awarded the Information Systems Administrator (ISA) Navy Enlisted Classification (NEC) 2735. This program targets personnel with the prerequisite rating, rank, and component NEC(s), if required. These requirements are necessary for producing the right number of sailors to fill Fleet billets with these designations. The ISA NEC Section identifies the source rating(s) and component NEC requirements. This does not preclude other personnel at a command from participating in the program, however, the ISA NEC cannot be awarded without prerequisites being met or special waivers being granted.

The JQR is not designated as a training program, but identifies training objectives. A Command’s training program should support JQRs.

TAILORING
Tailoring of this JQR is not authorized. These qualifications represent the minimum requirements for effectively performing as an Information Systems Administrator.

JQR CONTENT
The JQR is divided into two sections (described further in the How To Qualify Section).

The 100 Section (Fundamentals) identifies knowledge needed to properly perform administration. This knowledge may be elementary or more advanced. The JQR is not a lesson plan, but simply identifies objectives.

The 200 Section (Performance Task Qualification) is designed to verify the candidate’s safe, accurate, and efficient administration of the network components as outlined.

Qualification Summary Pages provide a qualifier signature line for documentation of a candidate’s satisfactory completion of a Fundamental and Performance Task qualification.

Final Qualification Page provides for Command Management signatures upon a candidate completing all JQR qualifications. From this a NEC Change / Recommendation (NAVPERS 1221/2) is submitted by the Command to request the awarding of the ISA NEC. 

Feedback Reports are shown on the last page of the JQR. Feedback is an important tool to assist the Commands in resolving problems in either capability or capacity that restrict or prevent training and qualification opportunities for their personnel. Additionally, feedbacks provide an avenue for the Commands to aid in keeping JQRs relevant and up-to-date. Anyone at a Command can initiate a feedback. The initiator will forward the feedback through the chain-of-command for concurrence. The Commands forward feedbacks through their Type Commanders. The Type Commander determines if the identified problem or recommendation is capability- or capacity-related, requiring possible TYCOM support for accomplishment, or JQR content-related resulting in a possible change to the JQR. Capability or capacity related issues include nonavailability of OJT or a need for a satisfactory mock-up, etc. JQR-related items include questioning the ISA applicability of a qualification, identification of a new requirement, or errors of any kind. JQR-related feedback should be forwarded to CNET C4ISR/IO Training Program Planning Branch (CNET ETE-41) for resolution. Feedbacks should be addressed immediately upon receipt, and handled at the lowest level possible.

Prerequisites to Award of NEC 2735 can be found in the current version of NAVPERS 18068F Volume II (NEC Manual).

100
FUNDAMENTALS

The following list of requirements identifies the knowledge needed to properly perform the duties of an Information Systems Administrator (ISA).

101
Introduction to Information Technology and Security. Complete the following National Education Training Group (NETg) CBT’s. 

101.1 NETg CBT Networking Foundations – Part 1 (ID:12754)

__________________________________________




(Signature)




(Date)

101.2
NETg CBT Networking Technology Series: Network Security (ID:12764)

__________________________________________




(Signature)




(Date)

101.3   

NETg CBT Networking Essentials 2nd Edition – Part 1 (ID:71441) 

__________________________________________




(Signature)




(Date)

101.4 

NETg CBT Networking Essentials 2nd Edition – Part 2 (ID:71442)

__________________________________________




(Signature)




(Date)

101.5 

NETg CBT Networking Essentials 2nd Edition – Part 3 (ID:71443)

__________________________________________




(Signature)




(Date)

101.6 

NETg CBT Networking Essentials 2nd Edition – Part 4 (ID:71444)

__________________________________________




(Signature)




(Date)

101.7 
NETg CBT Database Technologies Part 1: Relational Database Fundamentals (ID:13494)

__________________________________________




(Signature)




(Date)

101.8
NETg CBT Database Technologies Part 2: Introduction to SQL (ID:13495)

__________________________________________




(Signature)




(Date)

102
Windows NT Basic System Administration. Complete the following NETg CBT’s.

102.1
NETg CBT Administering Microsoft Windows NT 4.0 – Part 1 (ID:71401)

__________________________________________




(Signature)




(Date)

102.2
NETg CBT Administering Microsoft Windows NT 4.0 – Part 2 (ID:71402)

__________________________________________




(Signature)




(Date)

102.3
NETg CBT Supporting Microsoft Windows NT 4.0 Core Technologies – Part 1 (ID:71410)

__________________________________________




(Signature)




(Date)

102.4
NETg CBT Supporting Microsoft Windows NT 4.0 Core Technologies – Part 2 (ID:71411)

__________________________________________




(Signature)




(Date)

102.5
NETg CBT Supporting Microsoft Windows NT 4.0 Core Technologies – Part 3 (ID:71412)


__________________________________________




(Signature)




(Date)

102.6 
NETg CBT Supporting Microsoft Windows NT 4.0 Core Technologies – Part 4 (ID:71413)

__________________________________________




(Signature)




(Date)

102.7  
NETg CBT Implement Directory Services in Microsoft Windows NT Server 4.0 (ID:71414)

__________________________________________




(Signature)




(Date)

102.8  
NETg CBT Internetworking Microsoft TCP/IP on Microsoft Windows NT 4.0 – Part 1 (ID:71435)

__________________________________________




(Signature)




(Date)

103
MS Exchange Basic System Administration. Complete the following NETg CBT’s.

103.1
NETg CBT Microsoft Exchange Server 5.5 Concepts and Administration – Part 1 (ID:73361)

__________________________________________




(Signature)




(Date)

103.2
NETg CBT Microsoft Exchange Server 5.5 Concepts and Administration – Part 2 (ID:73362)

__________________________________________




(Signature)




(Date)

103.3
NETg CBT Microsoft Exchange Server 5.5 Concepts and Administration – Part 3 (ID:73363)

__________________________________________




(Signature)




(Date)

103.4
NETg CBT Microsoft Exchange Server 5.5 Design and Implementation – Part 1 (ID:73365)

__________________________________________




(Signature)




(Date)

103.5
NETg CBT Microsoft Exchange Server 5.5 Design and Implementation – Part 2 (ID:73366)

__________________________________________




(Signature)




(Date)

103.6
NETg CBT Microsoft Exchange Server 5.5 Design and Implementation – Part 3 (ID:73367)

__________________________________________




(Signature)




(Date)

103.7
NETg CBT Microsoft Exchange Server 5.5 Design and Implementation – Part 4 (ID:73368)

__________________________________________




(Signature)




(Date)

104
UNIX and Network Applications. Complete the following NETg CBT’s.

104.1

NETg CBT UNIX Fundamentals (ID:12327)

__________________________________________




(Signature)




(Date)

104.2

NETg CBT UNIX Intermediate Topics (ID:12426)

__________________________________________




(Signature)




(Date)

104.3

NETg CBT UNIX Advanced Topics (ID:12672)

__________________________________________




(Signature)




(Date)

104.4

NETg CBT UNIX Shell Programming (ID:12777)

__________________________________________




(Signature)




(Date)

104.5
NETg CBT UNIX SVR4 System Administration Fundamentals (ID:12778)

__________________________________________




(Signature)




(Date)

105
Routers, ATM and Switch Network Fundamentals. Complete the following NETg CBT’s.

105.1

NETg CBT Internetworking Technologies – Part 1 (ID:20011)

__________________________________________




(Signature)




(Date)

105.2
NETg CBT Cisco Interconnecting Network Devices Part 1: Establishing Workgroups (ID:20021)

__________________________________________




(Signature)




(Date)

105.3
NETg CBT Advanced Cisco Router Configuration – Part 1 (ID:20311)

__________________________________________




(Signature)




(Date)

106

Heterogeneous Networking

106.1
Describe the proper procedures required to configure a heterogeneous networking environment to include:   

 106.11  Windows NT 4.0 and HP-UX connectivity
 106.12  Router ACL configured to permit resource sharing

 106.13  Internet Access

 106.14  E-mail TX/RX (Exchange Server Clients)

 106.15   Switch Port Configuration

__________________________________________




(Signature)




(Date)

200
PERFORMANCE TASK QUALIFICATION

The following list defines the performance task qualifications necessary for completing the CNET Information Systems Administrator (ISA) JQR. When qualifying to a given performance task, the candidate will explain and/or apply only the elements relevant to the subject performance task. The candidate demonstrating the appropriate knowledge and accurate accomplishment of the task being performed to a qualified Information Systems Administrator will determine final qualification.

201
Windows NT 4.0




234
Router

216
Exchange Server 5.5




237
Switching

226
HP-UX

REFERENCES:


a.
ISA COI (CIN:A-531-0046) Curriculum Job Sheets

NOTE: 
The following Performance Tasks should be accomplished under the       supervision of a qualified Windows NT 4.0 System Administrator.

201
Perform a successful installation of Microsoft Windows NT Server 4.0 as a Primary Domain Controller (PDC):


NOTE 1: format partition as NTFS.


NOTE 2: install only the NetBEUI protocol.

NOTE 3: accept default services during installation of PDC.

201.1

Install Networking to include Network Interface Card (NIC).

201.2
Create Emergency Repair Disk (ERD) during NT Server PDC Installation.

201.3

Install latest version of NT Service Pack (SP).

__________________________________________




(Signature)




(Date)

202
Perform a successful installation of Microsoft Windows NT Server 4.0 as a Backup Domain Controller (BDC):

NOTE 1: format partition as NTFS.


NOTE 2: install only the NetBEUI protocol.

NOTE 3: accept default services during installation of PDC.

202.1

Install Networking to include Network Interface Card (NIC).

202.2
Create Emergency Repair Disk (ERD) during NT Server BDC Installation.

202.3

Install latest version of NT Service Pack (SP).

__________________________________________




(Signature)




(Date)

203
Perform a successful installation of Microsoft Windows NT Workstation 4.0 using Windows NT Workstation CD-ROM:

NOTE 1: format partition as NTFS.


NOTE 2: install only the NetBEUI protocol.

NOTE 3: accept default services during installation of PDC.

203.1

Install Networking to include Network Interface Card (NIC).

203.2
Create account for Workstation on existing Domain during installation.

203.3
Create Emergency Repair Disk (ERD) during NT Server BDC Installation.

203.4

Install latest version of NT Service Pack (SP).

__________________________________________




(Signature)




(Date)

204
Perform a successful installation of Microsoft Windows NT Workstation 4.0 using Windows NT Workstation Setup Floppies (3):

NOTE 1: format partition as NTFS.


NOTE 2: install only the NetBEUI protocol.

NOTE 3: accept default services during installation of PDC.

204.1

Install Networking to include Network Interface Card (NIC).

204.2
Create account for Workstation on existing Domain during installation.

204.3
Create Emergency Repair Disk (ERD) during NT Server BDC Installation.

204.4

Install latest version of NT Service Pack (SP).

__________________________________________




(Signature)




(Date)

205
Insert, prepare for, and repair Windows NT Server 4.0 Boot Process problems:

205.1
Using Control Panel Device Management tools disable the NT Server Keyboard Device Startup.


NOTE: allow Server to advance through entire boot process and note ability/inability to logon to Server.

205.2
Utilize Last Known Good configuration function during boot process to repair previously inserted faulty Keyboard Device Startup.

205.3
Create Windows NT 4.0 Boot Disk.

205.31
Utilize NT Explorer window tools to format a 3.5 “ floppy.


205.32

Label floppy as NTBootDisk.

205.33
Setup NT Explorer folder options to show all files and all file extension types.

205.34
Find, copy, and paste required boot files from C:\ to NTBootDisk.


Note: required boot files include boot.ini, NTLDR, and NTDETECT.com.

205.35
Update the ERD using the rdisk utility without any switch and then with the /s switch and note the differences.

205.36
Use the ERD to Inspect registry files.

__________________________________________




(Signature)




(Date)

206
Configure the TCP/IP protocol:

206.1

Manually configure TCP/IP on Windows NT 4.0.

206.2
Using the ping utility at the command prompt, verify the TCP/IP connection you manually configured works properly.

__________________________________________




(Signature)




(Date)

207
Install and Configure the DHCP Server service on Windows NT 4.0 Server:

207.1
Install and configure Microsoft DHCP Server service on an existing NT 4.0 server.

207.2
Use the ipconfig /all command to determine the MAC address of the DHCP Server.

207.3
Use the DHCP Manager to:

207.31
Create a DHCP scope on the * Local Machine *.

207.32
Create a DHCP scope option that automatically assigns a default gateway address to DHCP clients.

207.33
Create a Client Lease Reservation. Use the arp –a command to determine a workstations MAC address.

207.34
View DHCP assigned addresses.


207.4

Release a DHCP Lease.


207.5

Renew a DHCP Lease.

__________________________________________




(Signature)




(Date)

208
Install and Configure Windows Internet Name Service (WINS):


208.1

Install the WINS Server service on an existing NT 4.0 server.


208.2

Configure a DHCP Server to assign WINS Server Addresses.

__________________________________________




(Signature)




(Date)

209
Install and Configure Domain Name Service (DNS) Server:


209.1

Install DNS on an existing NT 4.0 server.


209.2

Configure the DNS Services Search Order.

209.3
Use the DNS Manager to configure a primary zone on the DNS Server.

209.4
Use the DNS Manager to configure a Reverse Lookup Zone.

209.5
Use the DNS Manager to configure DNS to use WINS to resolve any host name that DNS cannot.

__________________________________________




(Signature)




(Date)

210
Create new user accounts in a Windows NT domain:

210.1
Use User Manager for Domains to create a copy of the Administrator account.

210.2
Use the command prompt to create a new user.

210.21
Use the command prompt to verify the creation of the new user.

__________________________________________




(Signature)




(Date)

211
Change domain user rights:

211.1
Use User Manager for Domains to add a new user to the USER Right policy “Log on Locally”.

211.2
Use User Manager for Domains to add a new user to the USER Right policy “Shut Down the System”.

__________________________________________




(Signature)




(Date)

212
Create a Global Group:


212.1

Use User Manager for Domains to create a new global group.

212.2
Use the User Manager tool to make the new global group a member of the local groups: Account Operator, Print Operator, Server Operator, and Back-up Operator.

__________________________________________




(Signature)




(Date)

213
Create Home Directories for Domain Users:

213.1
Use User Manager for Domains to create a Home directory for a user.

__________________________________________




(Signature)




(Date)

214
Change User Account Policies:

214.1
Use User Manager or User Manager for Domains to change the following user policies: Maximum Password Age, Minimum Password Length, Password Uniqueness, Lockout After, Reset Count After, Lockout Duration.

__________________________________________




(Signature)




(Date)

215
Configure Auditing Based on Policy:

215.1
Use User Manager or User Manager for Domains to enable auditing of all failures. 

215.2
Use User Manager or User Manager for Domains to enable auditing on successes for the following: Use of User Rights, User and Group Management, Security Policy Changes, Restart – Shutdown – and System.

__________________________________________




(Signature)




(Date)

NOTE: 
The following Performance Tasks should be accomplished under the       supervision of a qualified Exchange Server Administrator.

216
Perform a successful installation of Microsoft Windows Exchange Server 5.5:

216.1
Create an Exchange Service user account on the NT Server you will be installing Exchange Server.

216.2
Create a new site with a test organization name and a site name the same as your Domain name.

216.3
Assign the Site Services Account the same user as you created in 216. 1.

216.4

Configure the Exchange Server for optimum performance.

216.5
Stop the Exchange System Attendant and restart the computer. Verify the installation of Exchange Server and the initialization of the Exchange Directory, Exchange Information Store, Exchange Message Transfer Agent, Exchange System Attendant, MS Mail Connector Interchange, Remote Procedure Call (RPC) Locator, and RPC Service services.

216.6
Create an Exchange Server administrator account that is a member of the Domain Admins and can connect to the server.

216.7
Create a Global Group that contains the Exchange Administrator account.

216.8
Create a Local Group that contains the Global Group created in 216.7.

__________________________________________




(Signature)




(Date)

217
Assign administrative privileges to the Local Group created in 216.8:

217.1
Start the Exchange Administrator program and set your NT Server as default server.

217.2
Display rights for roles on the Permissions property page of the Exchange Administrator program.

217.3
Configure permissions to allow all members of a Windows NT local group to administer organization level properties of the Exchange Server organization.

217.4
Configure permissions to allow all members of a Windows NT local group to administer site level properties of the Exchange Server organization.

217.5
Configure permissions to allow all members of a Windows NT local group to administer Configuration container level properties of the Exchange Server organization.

__________________________________________




(Signature)




(Date)

218
Create an Exchange Mailbox using Exchange Administrator:

218.1
Start the Exchange Administrator Program and connect to your default server.

218.2
In the Exchange Administrator group, switch to the Recipients container and select an existing Windows NT account within a primary Windows NT Account to add a mailbox for an existing user.

__________________________________________




(Signature)




(Date)

219
Create an Exchange Mailbox using User Manager for Domains:

219.1
Open User Manager for Domains and add a new user.  Make this account a Template Account with the Organization Mailbox_TEMPLATE set up appropriately.

219.2
Using the TEMPLATE created in step 219.1, create a new user in your domain. Make sure the Exchange Mailbox is created at the same time.

__________________________________________




(Signature)




(Date)

220
Create a Recipients container for new mailboxes on the Exchange Server:

220.1
Start the Exchange Administrator Program and connect to your site.

220.2
Create a Recipients container filling in the appropriate data in the properties window. Verify the creation of the container in the Server Accounts container.

__________________________________________




(Signature)




(Date)

221
Create new Exchange Mailboxes for existing NT Server user accounts:

221.1
Using the Extract Windows NT Account List tool, extract the NT account list and note the location and name of the .csv file created.

221.2
Using notepad, open the .csv file and delete the already existing mailboxes. Save the .csv file.

221.3
Use Directory Import to import the new mailboxes.  Verify the creation of the new mailboxes in the Server Recipients container.

__________________________________________




(Signature)




(Date)

222
Create a Custom Recipient:

222.1
Using the New Custom Recipient tool and Internet Address, create an SMTP address that will appear in the Exchange Global Address List (GAL). 

__________________________________________




(Signature)




(Date)

223
Create a Distribution List to send messages to groups:

223.1
Expand your site to the Recipients window and create a New Distribution List. Make your Exchange Administration account the owner.

223.2
Add at least two members to the new distribution list and verify that the new group appears in the Recipients container.

__________________________________________




(Signature)




(Date)

224
Create and configure an Exchange Site Connector:

NOTE: You will need an additional NT Server and Exchange Server loaded for the following tasks.

224.1
Create two one-way trusts between your server and the additional server.

224.2
Using the Exchange Administrator program, add a user from the trusted Domain and select the Permissions Admin role and Service Account role for this user.

224.3
In the Configuration container, add the user you created in 224.2 and give the user the same permissions.

224.4
Build a new Site Connector to the trusted site. Select Specific server for Messaging bridgehead server in the local site option and enter the name of your Exchange server.

224.5
In the Target Servers tab, make sure that the New Site Connector server you are trying to connect to is listed as added. Verify that the default X.400 address space has been created on the Address Space tab.

224.6
Verify that your new site connector is listed in the Exchange Connections container.

224.7
Using the X.400 email naming convention listed in the Global Address List and Outlook Web Access; send email to/from the two Exchange servers. 

224.8
Remove the site connectors you created.

__________________________________________




(Signature)




(Date)

225
Install and configure an X.400 Connector:

225.1
Using the Exchange Administrator program, create a New MTA Transport Stack (TCP/IP). Use the defaults listed on the General page.

225.2
Select the Connectors tab and create a New X.400 Connector using the TCP/IP MTA Transport Stack you created in 226.1.  Switch to the Connectors container and verify the MTA Transport Stack is listed.  Schedule the connector to transfer messages every 4 hours. On the Stack tab, fill in the IP address with the test IP Address you used for the second NT server. On the Address Space tab, fill in the appropriate information for the Exchange site you are connecting to and set the scope to organization on the Restrictions tab.

225.3
Using Outlook Web Access, verify the X.400 connector is set up correctly.

225.4
Remove the X.400 connector.

__________________________________________




(Signature)




(Date)

NOTE: The following Performance Tasks should be accomplished under the supervision of a qualified HP-UX System Administrator.

226
Perform a successful installation of the HP-UX operating system:

226.1

Boot from SCSI Tape device to perform installation.

226.2

Configure networking during installation.

__________________________________________




(Signature)




(Date)

227
Perform the following commands while logged into the HP-UX platform:

227.1
Create a test file in root’s home directory using cat, vi, or touch command.

227.2
List the files in root’s home directory using the ls command with appropriate switches to display all the files within the directory, list in long format, and list the size of all the files.

227.3
Using the find command, list all of the “.” (read dot) files on the workstation. (hint: using a wildcard will be necessary)

227.4
Using the find command, list all of the “.” files belonging to user “root”. (use the man page for the appropriate switch)

227.5
Use the cd command to change the working directory to /usr/bin. Now use the cd command to change the working directory to your home directory.

227.6
Use the pwd command to determine where in the directory structure you are currently located. Is the path displayed absolute or relative path?

227.7
Use the clear command to remove the contents of your xterm window.

227.8
Change to the /dev directory and use the ls, more, and pipe commands to list the contents one page at a time.

227.9
Use the date command to list the current date and time of your HP-UX System.

227.10
Create a file in your home directory and name it file1, make sure the file has at least one line of text.  Use the more and redirect commands to copy the contents of file1 to a new file called file2. Note that file2 contains the same data as file1. Now use the more and redirect commands to add the contents of file1 to the contents of file2. Note that file2 has been appended to include the contents of file1 twice. 

227.11
Change your current working directory to your home directory and use the mkdir command to create two directories named dir1 and dir2.  Copy the file (file1) you created earlier to dir1. Now use the rm command with the appropriate switches to delete dir1.  


CAUTION: BE EXTREMELY CAREFUL WITH THE rm COMMAND AS THE WRONG SYNTAX COULD DESTROY YOUR FILE SYSTEM! 

227.12
In your home directory, using the ln command, create a symbolic link to the find command and name it f.  Use the f command to find the find command file. (hint: you will need to use the “look in current dir “./” switch to run f unless it is listed in your PATH variable)

__________________________________________




(Signature)




(Date)

228
Reboot and Shutdown the system:

228.1
Use the reboot command to restart your HP-UX system in the single-user mode.

228.2
Use the shutdown command with the appropriate switches to halt your system in 1 minute and send a broadcast message stating the system will be shutdown in 1 minute.

__________________________________________




(Signature)




(Date)

229
Perform the following process tasks:

229.1
Open a new terminal on your desktop and start the dtcalc (calculator) program to run in background. Verify that your prompt returns for the terminal you started dtcalc from.

229.2
Use the appropriate commands to view the job number of the dtcalc process and have it run in the foreground. Verify that the prompt is no longer present in the terminal used to start the dtcalc process.

229.3
Display the Process ID or the dtcalc program and use the kill command with the appropriate switch so that the signal cannot be caught or ignored.

__________________________________________




(Signature)




(Date)

230
System Security tasks:


230.1

Create a file in your home directory and name it userfile.

230.2 View the default permissions set on the file you created in 230.1.

230.3 Change the permissions on userfile to give others the write permission. Verify that others now has permission to write to userfile.

230.4 Change the ownership of the userfile file and perform a long list to verify that the owner has changed.

230.5 Remove all permissions from group and others and verify.


__________________________________________




(Signature)




(Date)

231
Mount and Unmount devices:

231.1
Mount a floppy disk to the appropriate directory on your system. Use the mount command to verify that the floppy has been mounted.

231.2
Copy the userfile file to the floppy disk. Change your working directory to the floppy disk and verify the file was copied.

231.3
Unmount the floppy disk. Use the mount command to verify the floppy disk is no longer mount and remove it from your system.

__________________________________________
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(Date)

232
File System Creation tasks:

232.1
Mount a floppy disk to the appropriate directory on your system and verify.

232.2
Use the newfs command to format the floppy disk in the HFS file system type. Verify the new file system on the floppy disk.

__________________________________________
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(Date)

233
Backup and Restore tasks:

233.1
Create a directory in your home directory and name it backup. Copy your system passwd file to the backup directory and name the copy passwd1.

233.2
Use the tar command to tar the passwd1 file to a file called passwd.tar on the floppy disk. Verify the passwd.tar file was created on the floppy. Remove the passwd1 file from your home directory.

233.3
Use the tar command to extract the passwd.tar file back into your home directory. Verify the passwd1 file was extracted to your home directory.

233.4
Return the system to its original configuration.

__________________________________________
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(Date)

NOTE: The following Performance Tasks should be accomplished under the supervision of a qualified System Administrator. Prior to beginning, annotate all appropriate router configuration settings.

234
Perform the following initialization procedures:

234.1
Establish a HyperTerminal session with your installed router and determine the IOS your system is running.

234.2

Log into the privileged Exec mode, enter the setup mode.

234.3
Using the setup mode, configure an available Ethernet port with a test IP address and save this configuration.

234.4
Copy your routers running configuration to the startup configuration.

234.5
Telnet from your workstation to the Ethernet port you set up previously.

234.6
Log out of the router.

__________________________________________
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(Date)

235
Perform the following tasks on your router:

235.1
Establish a HyperTerminal session with your router.

235.2

Log into the privileged Exec mode.

235.3
View the commands available at your current router prompt.

235.4
View only the commands that begin with “lo”.

235.5
Enter a test sentence at the prompt and use <Ctrl> and <Esc> keystrokes to navigate end-to-end and word-to-word.

235.6
View the command history.

235.7
Change the terminal history size and verify.

235.8
Use the appropriate commands to view the following:


235.81
IOS version


235.82
processes


235.83
protocols


235.84
memory


235.85
ip route


235.86
flash


235.87
running configuration


235.88
startup configuration


235.89
interfaces
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236
Perform the following configuration tasks:

236.1
Establish a HyperTerminal session with your router.

236.2

Log into the privileged Exec mode

236.3
View the running and startup configurations.

236.4
Save the running configuration to NVRAM.

236.5
Prepare a tftp server to store the routers configuration file.

236.6
Save the router configuration file to the tftp server and verify.

236.7
Return the router to the original configuration.

236.8 
Log out of the system.

__________________________________________




(Signature)




(Date)

NOTE: The following Performance Tasks should be accomplished under the supervision of a qualified System Administrator. Prior to beginning, annotate all appropriate switch settings.

237
Perform the following user interface commands:

237.1

Establish a HyperTerminal session with your installed switch.

237.2

Log into the switch as admin.

237.3
Using the appropriate command, set up the switch to prevent being logged out of the system for 30 minutes.

237.4
Place the switch in the verbose mode of operation.

237.5
Simulate removing the configuration files to reset the switch to factory defaults. (NOTE: DO NOT ANSWER YES WHEN PROMPTED TO REMOVE THE CONFIGURATION FILES!)

237.6
If current operations permit, restart the switch, if not – simulate restarting the switch.

237.7
Using test IP addresses, setup a new VLAN.

237.8
Rename the switch. Change the name back to the original.

237.9
Change the switch prompt to reflect the system name.

237.10
Display the system date and time.

237.11
Display the basic switch information.

237.12
Display the slot table information.

237.13
Display the base MAC address for the switch.

237.14
Return the switch to the original configuration and log out of the system.

__________________________________________
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238
Perform the following bridge configuration commands:

238.1

Establish a HyperTerminal session with your switch.

238.2

Log into the switch as admin.

238.3
Using the appropriate command, set up the switch to prevent being logged out of the system for 30 minutes.

238.4
Place the switch in the verbose mode of operation.

238.5
View the spanning tree parameters.

238.6
View the spanning tree port parameters.

238.7
If your configuration consists of multiple switches, use a crossover cable to add a redundant connection between the switches.

238.8
Using the appropriate command, view the Learning and Listening operations initiate.

238.9
Return the switch to the original configuration and log out of the system.
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239
Perform the following group creation tasks:

239.1

Establish a HyperTerminal session with your switch.

239.2

Log into the switch as admin.

239.3
Using the appropriate command, set up the switch to prevent being logged out of the system for 30 minutes.

239.4
Place the switch in the verbose mode of operation.

239.5
Create a new group, using the next available group number, that does not have WAN Routing or ATM CIP enabled. Enable IP routing and assign a router instance to the Group as a test IP address, assign two free ports to the Group.

239.6
Using the appropriate commands, view your new configuration.

239.7
Remove the group from your switch configuration and verify. NOTE: You must remove the ports first.
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240
Perform the following tasks to create a VLAN and assign rules:

240.1

Establish a HyperTerminal session with your switch.

240.2

Log into the switch as admin.

240.3
Using the appropriate command, set up the switch to prevent being logged out of the system for 30 minutes.

240.4
Place the switch in the verbose mode of operation.

240.5
Create a new VLAN in the default group and assign the next available VLAN ID. Make sure the VLAN administrative status is “enabled”. 

240.6
Create a PORT Rule with a Rule Type of 1 and enable the rule. 

240.7
Assign two available ports to the new VLAN.

240.8
Enable IP select and assign a test IP address to create the Virtual Routing instance.

240.9
Use the appropriate command to make sure the routing instance was created and it is active.

240.10
Use the appropriate command to view the status of the AutoTracker VLANs and the policies defined for the VLAN.

240.11
Remove the VLAN you created and verify. Return the switch to the normal configuration.

240.12
Log out of the system.
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FINAL QUALIFICATION 

INFORMATION SYSTEMS ADMINISTRATOR
NAME ________________________________________ RATE / RANK ____________


This page is to be used as a record of satisfactory completion of Job Qualification Requirements (JQRs) for Information Systems Administrator.  The command-designated qualifiers have witnessed the satisfactory completion of each fundamental and performance task process in the assigned skill path.  In signing, each member signifies satisfactory completion of all requirements for being awarded the NEC for Information Systems Administrator – 2735, as verified by designated qualifiers.


Applicants should submit Navy Enlisted Classification (NEC) Change / Recommendation (NAVPERS 1221/2) conversion packages via the appropriate chain of command and COMNAVTELCOM (N12) to the Enlisted Personnel Management Center (EPMAC) Code 52 for awarding of the Information Systems Administrator NEC – 2735.  Conversion packages should include supporting documentation such as certificates of completion, evaluations, and Page 4’s. CTA/CTO/CTM/CTR/CTT personnel must include endorsement of NAVSECGRUACT Pensacola, FL.
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